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Software Reliability

• How can we make software more reliable?

• How can we find software defects?

• How can we use static analysis to find 
software defects?

• Some of these are security related



FindBugs project

• Static analysis for Java programs

• Mostly very simple stuff

• Start with real bugs, find analysis techniques 
that detects it

• refine and improve



Apache Ant 1.6.2
org.apache.tools.ant.taskdefs.optional.metamata.MAudit

if (out == null) {

try {

out.close();

} catch (IOException e) {}

}
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Null Pointer 
Dereference

• Dereferencing a null value results in 
NullPointerException

• Often, these happen because of trivial mistakes

• Sometimes, code is modified incorrectly during 
maintenance

• Example:
// Eclipse 3.0.0M8

Control c= getControl();

if (c == null && c.isDisposed () )

    return;
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Returning a reference 
to an internal array

• method returns a reference to an array 
which is still part of the internal 
representation of the class

• caller can

• see changes to the array

• make their own changes to the array
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Who would do such a 
thing?

//j2se 1.6.0-b29

public class JarEntry extends ZipEntry {

    Certificate[] certs; 
  public Certificate[] 
     getCertificates() {

          return certs;

          }

      …



This bug is particularly 
interesting

• This is the exact same design flaw as the 
JDK1.1 code signing flaw

• that flaw was easily exploitable

• When you find a bug

• understand it

• write a tool to 

• find other occurrences of it

• prevent future occurrences of it



Evaluation: what % of 
warnings warrant fixing?

• Medium and high priority, selected detectors

Application warning serious
classpath-0.0.8 93 66%
rt.jar 1.5 b59 349 68%
Eclipse 3.0.0 420 65%

drjava-20040326 13 77%
jboss-4.0.0rc1 118 47%
jedit-4.2pre15 22 50%



Sun’s commercial 
J2EE app server

• 10 infinite recursive loops

• 2 methods that mistaking define what they probably think are 
constructor but are actually void methods (e.g., methods with a 
name the same as the class name)

• 3 methods that define hashcode rather than hashCode

• 6 other classes that define a method with a name identical to 
that of a method in a superclass, but with a different 
capitalization

• 24 cases of using .equals() to compare two objects know to be 
of incomparable types (and thus know to be unequal)



and...
• 15 cases of creating Exception objects but forgetting to 

throw them

• 29 cases of invoking methods such as trim or substring on a 
String and ignoring the return value

• 25 statements that if ever executed will throw a 
NullPointerException

• 53 classes that are defined to implement Serializable, but do 
not seem to be Serializable, since either their superclass 
does not define an accessible void constructor, or because 
they have non-serializable fields

• 93 classes that define equals methods but use the default 
implementation of hashCode


